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Incident Response
Retainer Service

Enterprise Security for Businesses

Benefits:
Speed up response time by
having immediate access to
top-notch security expertise
and certified technical
consultants
Minimise business risk
arising from cybersecurity
incidents such as
ransomware or data theft, to
prevent further harm to your
organisation

Incident Response
Retainer Service

Enterprise Security for Businesses
Businesses are accelerating their digital transformation initiatives,
and are adopting new Cloud, IoT, mobile and remote working
technologies. While this has improved productivity and unlocked
new business opportunities, it has also enlarged the digital attack
surface of organisations.

Comply to regulations such
as the 72-hour mandatory
breach notification under
the Personal Data Protection
Act (Amendment) Bill in
Singapore
Prevent recurrence of
security breaches with
comprehensive forensics and
investigation

Key Features:

Threat actors have capitalised on this trend to exploit the
weaknesses and gaps in organisations to launch their cyber attack
campaigns and steal sensitive data and/or hold them at ransom.
When that happens, it can lead to not only significant financial
and legal ramifications, but also long-lasting reputational damage
and even a threat to safety. Given the speed and relentless
manner cyber attacks are conducted, time is of the essence when
remediating intrusions to prevent further harm.

Incident Response Retainer
(Can be converted to
cybersecurity training for
employees if retainer is not
utilised)

Our Incident Response Retainer Service provides you with
immediate access to cybersecurity experts to help your
organisation minimise the impact, mitigate the risk, and be up and
running soon after an attack. Moreover, we identify the motivation
and causes of the incident to prevent their recurrence. Backed
by highly credentialed cybersecurity professionals, our incident
response and forensic team will work with your IT and/or OT
team(s) to carry out the necessary response processes.

Expert Witness

Investigation Support for
Reporting

Response and Recovery
Advisory
Post-breach threat
monitoring

Overview of Incident Response Retainer Service
Digital Forensics and Incident Response
This is a point-in-time response activity for addressing incidents which result in
disruption or compromise of digital services. This provides a structured process
to establish the root cause, manage and contain the impact of a cyber incident,
as well as document the details required for reporting.

Incident Response for Operational Technology
and Industrial Control Systems
Critical Information Infrastructure (CII) sectors such as Water, Transport, and
Energy, are increasingly facing greater risks of cyberattacks due to IT/OT
convergence. A cyberattack on critical systems in these sectors can have dire
consequences on the safety and health of people. Ensign provides forensics and
investigation services from levels 0 to 4 of the Purdue Model. These services
include:
Network investigation: Covers level 0 to 4 with ICS protocol-aware
traffic analysis
Data-driven investigation: Traditional forensic investigation through
system artifacts and evidence
Data-device investigation: Work with ICS vendors to carry out device
or sensor level investigation as required

Incident Response for Cloud environments
Our Incident Response capabilities support our clients in all aspects of cloud
strategy.
Software-as-a-Service: With SIEM integration, we use Cloud-native
tools to perform our investigations. We collect and download logs
from Cloud applications, and digest into our analytic platform for
analysis.
Platform-as-a-Service: We perform forensics on endpoints, triage,
and collection for subsequent analysis and correlation.
Infrastructure-as-a-Service: We cover analysis of hardware artefacts
such as network and security appliances.
Container-as-a-Service: We analyse logs that are pre-configured by
the client.

Why choose Ensign?

Threat-driven approach

Confidentiality

Expertise and experience

We leverage Cyber Threat
Intelligence to prioritise searches
against threat actors’ Tactics,
Techniques and Procedures
(TTPs), ensuring greater
fidelity in threat attribution.
Our investigations are also
augmented with Ensign’s Security
Testing and Red (STaR) team
to provide both offensive and
defensive perspectives.

Trust is of our utmost priority in
the relationship we forge with
our clients. We work closely
with you, and ensure that all our
services are performed with strict
confidentiality and under the rule
of law.

Ensign’s certified cybersecurity
experts have performed
numerous incident response and
forensic investigations in cases
of ransomware attacks and data
breaches for clients across various
industries.

ABOUT ENSIGN
Ensign InfoSecurity is the largest pure-play, end-to-end cybersecurity service provider in Asia. Headquartered in
Singapore, Ensign offers bespoke solutions and services to address their clients’ cybersecurity needs. Their core
competencies are in the provision of cybersecurity advisory and assurance services, architecture design and systems
integration services, and managed security services for advanced threat detection, threat hunting, and incident
response. Underpinning these competencies is in-house research and development in cybersecurity. Ensign has two
decades of proven track record as a trusted and relevant service provider, serving clients from the public and private
sectors in the Asia Pacific region.
For more information, visit www.ensigninfosecurity.com or email marketing@ensigninfosecurity.com

