
Creating Business Value,
Together. 

Introducing
Cyber Threat 
Monitoring
A unique, telco-centric 
cyber defence solution
for enterprise 

Cyber Threat Monitoring (CTM) is an 
integrated managed security solution that 
provides telco-centric, network-based security 
monitoring for enterprise customers. 

CTM uses advanced detection engines to 
monitor cyber threats at the network 
perimeter level, providing comprehensive 
protection for your users, your data and your 
business reputation – with zero integration 
effort. 

In addition, CTM offers easy scalability to cover 
endpoints and intranet traffic for enhanced 
threat visibility. 

CYBER THREAT MONITORING AT A GLANCE

Network-level monitoring enhances 
detection and spots anomalies 

Aggregates data and picks out patterns 
using machine learning algorithms

Delivers 24/7 monitoring, with 3-tier 
support from our team of skilled analysts

Requires zero integration by customers
for monitoring of Internet traffic

Holistic monitoring allows for early
detection and faster remediation of
cyber attacks 

Provides a comprehensive view
and early warning of threats to
your organization

Fortifies your existing security controls
to prevent and detect cyber threats



At the heart of Cyber Threat 
Monitoring is our new StarHub 
Security Operations Centre (SSOC). 
Designed from the ground up for 
Network Based Monitoring, and 
powered by Verint’s Threat 
Protection System, SSOC provides 
comprehensive, 24/7 monitoring.

Its intelligent
dashboard enables us to:

SSOC provides
three levels of
skilled analysis: 

Proactive threat discovery 
through analytics and 
malware forensics

In-depth analysis 
of unknown and 

advanced threats

First responder to 
all detected threats

StarHub Security 
Operations Centre 
(SSOC)

Integrate data from multiple 
detection engines for more
accurate alerts

Enrich investigation through file 
analysis and network forensics

Correlate and anonymously
share threat intelligence
across customers

Minimise false positives and
create a detailed view of
confirmed incidents
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SSOC’s threat discovery
provides robust security through 
a proactive 4-step methodology.

Advanced detection 
engines monitor threats at 
your network and endpoint 

levels, without the
need for logs from

appliances.

MONITOR

Customers are alerted 
promptly of confirmed 

incidents. A detailed technical 
report is provided, as well as

a monthly summary of
incidents and

trends.

ALERT

Actionable intelligence is 
provided that can be used to 
contain and remediate the 
attack, while intelligence 

sharing enables early 
detection of future

attacks.

RESPOND

Automated forensic analysis 
and a unified investigation 
interface allow StarHub to 

review evidence more quickly 
and reach more accurate 

conclusions. 

ANALYSE

HOLISTIC SECURITY 
MONITORING
By focusing on the entire kill chain, 
we can see all attack vectors and 
map out the attack campaign. This 
reveals the gaps that have been 
breached, the likely intent of the 
attackers, and the scale and impact 
of the breach.

HASSLE-FREE
SET-UP
Cyber Threat Monitoring is simple
to set-up. Network perimeter 
monitoring takes place at our core 
network level, without the need
to integrate with your network
or equipment.

FASTER
REMEDIATION
By detecting threats at the network
level and correlating them with 
suspicious end-point activity, Cyber 
Threat Monitoring identifies infected 
endpoints and attack vectors more 
easily – and responds to them
more quickly. 

COST-EFFECTIVE 
DEPLOYMENT
Entrusting your network security to 
Cyber Threat Monitoring can drive 
significant cost savings compared with 
in-house or outsourced operations.

How does
it work?

Key benefits



starhub.com/ctm1800 888 8888 enterprise@starhub.com

Cyber Threat Monitoring is a unique telco-centric, network-based, end-to-end monitoring
service that has been created especially for enterprises and government agencies. 

It helps to detect and mitigate threats earlier and more accurately at the telco network layer, 
fortifying your existing security infrastructure and creating a more robust system. 

With more aggregated intelligence, your organization will be better equipped to handle
impending cyber threats. Unlike traditional log-based SIEM solutions, CTM has… 

To learn how our network-level detection and
forensic capabilities could enhance security at your 
organization, talk to a StarHub representative today.  

Find out more about
this unique proposition 

No impact on threat
monitoring arising from 
appliance upgrades

No dependency
on appliance logs 

No overwhelming 
false positives to delay 
investigation and resolution

No complex correlation 
rules to be customized for 
each enterprise

CYBER SECURITY CENTRE OF EXCELLENCE

Another new initiative from StarHub.
The StarHub Cyber Security Centre of Excellence is a new initiative that helps companies 
enhance the security of their cyber space. Aimed at both national and commercial interests, 
it brings together an eco-system of expertise that is ably supported by the Economic 
Development Board, leading academics and a host of world-renowned security partners.

Find out more at starhub.com/ctm


