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This IDC Event Proceedings report highlights the key hot-button issues that were discussed during 
the recent StarHub Breakfast Briefing, which was held on July 23, 2015, at the Pan Pacific Hotel in 
Singapore.  

 

Businesses today are demanding an agile infrastructure that can support their business expansion 
needs, driving CIOs and IT managers to take a fresh look at their network infrastructure. While the 
software-defined datacentre (SDDC) has captured the industry spotlight, the adoption of the 
software-defined network (SDN) — an innovative architectural model that aims to deliver automated 
provisioning, network virtualisation, and network programmability to datacentre and enterprise 
networks — has not been as quick as the datacentre layer. 

IDC believes that SDN adoption will gain momentum as the industry moves to allay security 

concerns of cloud computing, which is a prerequisite for a SDN architecture, and as heads of IT 

see use case opportunities for SDN in the enterprise. 

Attendees of the event were from large and small companies; a few have adopted public cloud, 

while most have embarked on some form of private cloud implementation and a handful of 

organisations have yet to implement any form of cloud. 

The general consensus is that cloud computing, be it private, hybrid or public, has a place to play 

in the overall IT architecture of an organisation, regardless of size. However, there are some 

barriers to adoption that need to be addressed before large-scale adoption occurs. 

Confronting the Key Barriers 

Security Concerns Still Flying High  

There was consensus that when it comes to using cloud-based services and solutions, "security" 

remains an issue, although different attendees had different definitions of the specific issue. The 

concerns of the larger organisations tend to be more around delivering the correct service-level 

agreement (SLA) to the business, followed by ensuring that the service provider is able to deliver 

on the expectations of the business. 

For smaller businesses, the issue is more about risk-avoidance. Business users seem more risk-

averse, or feel that they have more to lose should a cloud service provider fail to deliver on what 

the business needs. Attendees cited media reports that highlight the failures in cloud service 

provisioning as contributing to this negative perception of cloud security. Small businesses, in 

particular, have shied away from cloud and emerging technologies due to this reason. 

A Question of Attitude 

Convincing senior management to make a new technology investment is never easy. Larger 

organisations tend to focus on return on investment (ROI) metrics, audit compliance requirements 

of a service provider, and general business SLAs. In contrast, smaller organisations tend to adopt 
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a lower risk approach not far from a "do nothing" strategy. Although this was pointed out as a less-

than-ideal approach for those looking to expand their business, the issue of security, as mentioned 

previously, is the key inhibitor.  

Another attendee representing an organisation that is already using cloud shared that speed of 

deployment was the significant benefit that the organisation has realised. Organisations that have 

reaped benefits will be driven to accelerate their business transformation journey. 

Business Size Does Matter 

By far this is the key factor to addressing the concerns of specific organisations. While it would 

seem logical that smaller organisations could significantly benefit from using a cloud infrastructure, 

backed up by SDN technologies, they are likely to be late adopters of cloud computing and will 

require much more in the way of convincing that this is a safe and logical approach.  

For large organisations, hybrid cloud is the best architecture. Attendees showed interest in 

leveraging the potential services that SDN can deliver and in understanding SDN's unique 

requirements in areas such as audit compliance and SLAs. 

Future Outlook 

 More use cases needed. All attendees acknowledged that a cloud architecture is the right 

approach for the future, although each is working on a different timeline. Most have heard about 

SDN but, for the most part, with only a high-level understanding. Vendors and solution partners 

can help to drive adoption by working with enterprise customers to identify the business 

potential and use cases. 

 A call for standards: To drive home the point of the importance of standards in gaining broad 

market adoption, one attendee cited the fax machine as an example that worked "because a 

standard was set." He was referring to page width and asked when cloud service providers 

would create more standards of interoperability. Community-based standards are at different 

levels of maturity and will continue to evolve. Enterprises that choose to go with community 

standards risk being left behind by their competitors that adopt more innovative vendor 

solutions.  

 Agile is an ongoing journey. There was also a general consensus that more needs to be 

done to close the gap between what is in the vendors' sales and marketing messages and what 

their products actually offer. One delegate shared that it took his service provider about 500 

internal process changes before a product or service was delivered to him, a situation that is 

not aligned with the "agile" messaging that comes from cloud providers. 

 Finding the right partner. One of the realities is that "you do not know if you have the right 

service provider until you hit a crisis," shared one attendee. How a service provider responds 

and communicates during a crisis will be the acid test to assure future business. In terms of 

what to look out for in an SLA, one tip is to understand the ability to enforce SLAs within one's 

country legal environment. It also pays to check for customer references for what will be done 

in the event of a failure as that needs to be verified by someone who has tested the supplier's 

ability to recover in a real-life example. 

Conclusion 

Clearly, there is a move across the agile datacentre, and there has never been a greater need to 
accelerate this journey. Although there are many moving parts within a datacentre ecosystem, 
aligning with a vendor that has a proven track record, the expertise and service capabilities form a 
good foundation for successful technology deployment. Organisations that are looking to take the 
next step with their cloud and SDN investment should seek solutions that align to business 
outcomes which also show ROI — not just financially but in terms of compliance requirements. 
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